
 

  

 

  

ATHE Level 4  

Qualification in  

Information Security and 

Assurance  
  

  

  

  

  

  

  

  

  

 

 

 

 

 

 

 

ATHE Level 4 Diploma in Information Security and Assurance   

 

  
                                           



© ATHE Ltd 2018  

01/07/2018 Version 1                     1  

 

  

Contents 

Contents .................................................................................................................................... 1 

Introduction ............................................................................................................................... 2 

About ATHE .............................................................................................................................. 2 

Our Qualifications ..................................................................................................................... 2 

Support for Centres ................................................................................................................... 3 

ATHE Qualifications at Level 4 in this Specification .................................................................. 4 

Introduction to the ATHE Level 4 qualification in Information Security and Assurance ............. 5 

The Aims of the Qualification .................................................................................................... 5 

Entry Requirements for Level 4 Information Security and Assurance ....................................... 6 

Reasonable Adjustments and Special Considerations .............................................................. 7 

Support and Recognition ........................................................................................................... 7 

Progression from Level 4 Information Security and Assurance ................................................. 7 

ATHE Recognition of Prior Learning (RPL) ............................................................................... 7 

Resources Required by Centres ............................................................................................... 7 

Modes of Delivery ..................................................................................................................... 8 

Definition of Guided Learning Hours (GLH), Total Qualification Time (TQT) and Credit ........... 9 

Qualification Structure for ATHE Level 4 Diploma in Information Security and Assurance ..... 11 

Guidance on Assessment and Grading................................................................................... 12 

Methods of Assessment .......................................................................................................... 13 

Recording Assessment Judgements ....................................................................................... 13 

Putting an Assessment Strategy in Place ............................................................................... 13 

Qualification Grading Structure ............................................................................................... 14 

Quality Assurance of Centres ................................................................................................. 14 

Malpractice .............................................................................................................................. 14 

Guidance for Teaching and Learning ...................................................................................... 15 

Top Tips for Delivery ............................................................................................................... 15 

Unit Specifications .................................................................................................................. 16 

Fundamentals of Computer Networking .................................................................................. 17 

Information Risk Management ................................................................................................ 21 

Information Security Fundamentals ........................................................................................ 26 

Internet Security ...................................................................................................................... 30 

Introduction to Object-Oriented Programming ......................................................................... 34 

Operating Systems, Algorithms and Data Structures .............................................................. 38 

 



© ATHE Ltd 2018  

01/07/2018 Version 1                     2  

Introduction  

About ATHE  

Awards for Training and Higher Education (ATHE) is a global awarding organisation regulated by 

Ofqual and other United Kingdom and international regulators.  We provide centres with a wide variety 

of qualifications including, but not limited to; business and management, administrative management, 

law, computing, health and social care and religious studies.  ATHE has also developed a range of 

bespoke qualifications for clients. 

 

The ATHE mission is to provide outstanding qualifications, customer service and support, enabling 

centres to thrive and their learners to achieve and progress. We will support this mission by: 

 

• providing qualifications which enable learners to fulfil their potential and make a positive 

contribution to society both socially and economically 

• delivering the highest standards of customer service 

• delivering support and guidance which meet the needs of all centres and enable them to 

improve performance 

• upholding and maintaining the quality and standards of qualifications and assessments 

• having a commitment to lifelong learning and development 

 

 

Our Qualifications  

Our qualifications have been created with the involvement of expert input from managers and staff 

in colleges, industry professionals and our qualification development team. We have also taken 

into account feedback from learners and consulted with higher education institutions to ensure the 

qualifications facilitate progression to higher levels. We have taken advantage of the flexibility of 

the RQF to develop a suite of awards, certificates and diplomas that offer progression from level 3 

up to level 7.  

 

  

Key features of the qualifications include:  

• regular reviews of the units and the associated support materials so they are current and 

meet the needs of learners 

• alignment of the programmes of learning to degree and higher degree qualifications in HEIs 

in the UK and international institutions so there is comparability and smooth progression for 

learners 

• core units that are common to different sectors offering the opportunity for learners to move 

between sectors or delay decisions on particular specialisms 

• optional units offering the opportunity for learners to choose specialist units which best 

match their job, interests and progression aspirations. 

• small qualifications that can be used for professional development for those in employment 

or for learners who do not have the time to undertake a full time programme  

• challenging and relevant learning with flexible methods of assessment allowing tutors to 

select the most appropriate methods for their learners opportunities for learners to achieve 

higher grades by unit and overall qualification and reach their maximum potential 

• learning that develops knowledge, understanding and skills e.g. problem solving, 

interpersonal skills needed by effective managers.  
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Support for Centres  

We are committed to supporting our centres and offer a range of training, support and consultancy 

services including:  

• a comprehensive guide for centres on delivering ATHE qualifications 

• qualification guidance, assessor guidance, suggested resources and sample assignments 

for all units which have been written and verified by experienced practitioners 

• verification and guidance with internally devised assignments 

• guidance on how to deliver, assess and quality assure the qualifications 

• an ATHE centre support officer who guides centres through the recognition process, 

learner registration and learner results submission  

• health check visits to highlight areas of good practice and any areas for development  

• an allocated member of our team who can work with centres to support further 

improvements in the quality of teaching, learning and assessment 

• the services of a team of experienced external verifiers 

• opportunities for training and staff development 

• access to free webinars to support delivery, assessment and QA processes 

• support for business development. 
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ATHE Qualifications at Level 4 in this Specification  

This document provides key information on the ATHE Level 4 qualification in Information Security 

and Assurance, including the rules of combination, the content of all the units and guidance on 

assessment and curriculum planning. It should be used in conjunction with the ATHE handbook 

“Delivering ATHE Qualifications”. Further guidance and supporting documentation on curriculum 

planning, internal verification and assessment is provided separately in the Delivering ATHE 

Qualifications Guide and via the ATHE website. 

These qualifications have been accredited to the Regulated Qualifications Framework. Each 

qualification has a Qualification Accreditation Number (QAN). This number will appear on the 

learner’s final certification documentation. Each unit within a qualification also has a RQF code.    

The QAN numbers for these qualifications are as follows:  

  

ATHE Level 4 Diploma in Information Security and Assurance 603/3396/0 

  

Accreditation Dates  

These qualifications are accredited from 1 July 2018 which is their operational start date in centres.    
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Introduction to the ATHE Level 4 qualification in Information Security and Assurance 

The Aims of the Qualification 

The Level 4 Diploma in Information Security and Assurance will develop a learners intellectual and 

practical skills and will promote the development of a learner’s ability to analyse, synthesise and 

evaluate information security principles in a wide range of appropriate contexts.  

The qualification has been developed to conform to the requirements of the RQF, to meet the 

needs of learners and centres and to support progression for learners to higher qualification levels 

or to employment in information security. 

Learners will enhance knowledge of a variety of computing disciplines, including analysis and design, 

programming, networking and information systems. The qualification will focus on the design, 

configuration, management and support of all types of computer networks, distributed applications 

based on risk assessments. 

The two core features of this qualification are: 

1. The development of students’ lifelong learning skills including self-evaluation and reflection 
with the aim of placing students in the best position to make informed decisions about their 
future professional career  

2. The development of decision-making skills. 

Information security is widely recognised as an international priority, with hacking, malicious code, and 

data theft being just three of the many reasons why it's vital in the design, development and 

implementation of today’s IT systems. The qualification will deliver a view of security threats and 

solutions, alongside an essential background in wider IT topics. This is particularly important 

considering the current shortage of related skills in the marketplace.  

It is intended that this qualification will fill a skills gap related to the area of information/cyber security 

and in addition to provide learners with the opportunity to utilise industry expertise throughout the 

qualification with the inclusion of real world security problems and employer input. 

Transferable skills that are necessary for a career in information security are developed through 

engagement with real life and virtual security issues, enabling the study of key aspects of security and 

distributed applications.  

This qualification provides a base for continued learning and a desire to constantly develop as an 

individual, further improving knowledge, understanding and skills. 
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Entry Requirements for Level 4 Information Security and Assurance 

This qualification is designed for learners who are typically aged 19 and above.   

  

ATHE’s policy regarding access to our qualifications is that:  

• they should be available to everyone who is capable of reaching the required 

standards  

• they should be free from any barriers that restrict access and progression  

• there should be equal opportunities for all those wishing to access the qualifications  

  

Centres should review the prior qualifications and experience of each learner and consider whether 

they provide the necessary foundations to undertake the programme of study at level 4.  If there 

are exceptional entrants, centres are advised to contact ATHE.  For learners with disabilities and 

other specific needs, this review will need to take account of the support available to the learner 

during teaching and assessment of the qualification.  

  

For learners who have recently been in education or training the entry profile is likely to include 
one of following:  

• a GCE Advanced level profile with achievement in 2 or more subjects supported by 
5 or more GCSEs at grades C and above   

• other related level 3 subjects  

• an Access to Higher Education Certificate delivered by an approved further 
education institute and validated by an Access Validating Agency  

• other equivalent international qualifications  

 

Learners must also have an appropriate standard of English to enable them to access relevant 
resources and complete the unit assignments.   

Mature learners may present a more varied profile of achievement that is likely to include 

relevant work experience (paid and/or unpaid) with levels of responsibility, participation and/or 

achievement of relevant professional qualifications. This may be used for recognition of prior 

learning (RPL). Learners may also hold RQF qualifications which will enable them to claim an 

exemption from part of the qualification. 

  

Please note that UK Visas and Immigration Department (UKVI) requires adult students to have 

acceptable English language ability before they can apply to become an adult student under Tier 4 

(General) of the points-based system. As an education provider you must ensure that the applicant 

is competent in the English language where the programme is taught and assessed in English.  

This should be at IELTS 5.5 at a minimum of CEFR level B2 for a RQF qualification at level 4.  

  

Centres are required to recruit learners to qualifications with integrity. Centres must carry out 

robust initial assessment to ensure that learners, who undertake qualifications have the necessary 

background knowledge, understanding and skills to undertake the learning and assessment at 

level 4. This assessment should take account of any support available to the learner within the 

centre during the programme of study and any support that may be required to allow the learner to 

access the assessment for the units within the qualification.   

 

ATHE will review centre recruitment policies as part of their monitoring processes.  
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Reasonable Adjustments and Special Considerations  

ATHE’s policy on reasonable adjustments and special consideration aims to enhance access to the 

qualifications for learners with disabilities and other difficulties (as defined by the Equality Act 

2010) without compromising the assessment of skills, knowledge and understanding. Where the 

learner has been awarded a Reasonable Adjustment or Special Consideration this must be 

recorded on the assessment sheet and the learner record.  External Verifiers will take account of 

this information at the external verification of learner work.  Further details on Reasonable 

Adjustments and Special Considerations are provided in the policy document, which can be found 

on our website. Please contact ATHE if you uncertain about adjustments for certain learners.  

  

Support and Recognition  

This qualification has been developed in association with Numerica Risk Management and Consulting 

Ltd T/A The School of Information Risk Management (SIRM). 

 

Qualification support has been established from both HE and Industry. SIRM plans to deliver the 

qualifications in partnership with Sussex Coast College Hastings. 

 

     
Progression from Level 4 Information Security and Assurance 

On successful completion of a Level 4 qualification in Information Security and Assurance there are 

a number of progression opportunities.    

  

Learners may progress to:  

• employment or have increased opportunities for progression in their current role 

• a level 5 qualification in Information Security and Assurance 

• planned progression to an associated degree programme at a recognised HEI. 

 

  

ATHE Recognition of Prior Learning (RPL)   

There will be occasions where learners wish to claim recognition of prior learning that has not been 

formally assessed and accredited. ATHE has provided detailed guidance on RPL which is available for 

centres on the ATHE website and centres may also contact ATHE directly to obtain further clarification 

or discuss the requirements for RPL. 

 

Resources Required by Centres 

ATHE expects centres to provide the right human and physical resources needed to ensure the quality 
of the learner experience.  Centres must ensure that staff have the appropriate level of subject 
knowledge and are normally qualified to at least a degree standard.  It is desirable that staff have a 
teaching and/or assessing qualification and practical experience of business or management. 
 
The physical resources required will vary depending on the style of delivery. Where distance or 
blended learning is used, ATHE expects centres to have appropriate learning support materials, 
infrastructure and technology in place to meet student needs.  

This information will be checked by external verifiers on their visits to centres. 
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Modes of Delivery 

Subject to checks by external verifiers centres are able to deliver this qualification using the following 

modes of delivery in order to meet the needs of their learners. This can include: 

 

• Full –time  

• Part-time 

• Blended learning 

• Distance learning 
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Definition of Guided Learning Hours (GLH), Total Qualification Time (TQT) and Credit  

Values for Total Qualification Time, Guided Learning Hours and Credit, are calculated by considering 
the different activities that a learner would typically complete in order to achieve the learning outcomes 
of a qualification at the standards provided.  
 
The needs of individual learners and the differing teaching styles used mean there will be variation in 
the actual time taken to complete a qualification.  
 
Values for Total Qualification Time, Guided Learning Hours and Credit are estimates. 
 
Guided Learning Hours (GLH) 

 
The term Guided Learning Hours (GLH) is an estimate of the amount of time, on average, that a 
lecturer, supervisor, tutor or other appropriate provider of education or training, will immediately 
guide or supervise the learner to complete the learning outcomes of a unit to the appropriate 
standard.  
 
GLH are intended to provide guidance for centres on the amount of time required to deliver the 
programme and support learners. GLH are made up of activities completed by the learner under 
immediate guidance or supervision of a lecturer, supervisor, tutor or other appropriate provider of 
education or training. Whether through actual attendance or via electronic means, the activity must be 
in real time.  
 
Some examples of activities that can contribute to Guided Learning Hours include: 
 

• Supervised induction sessions 

• Learner feedback with a teacher in real time 

• Supervised independent learning  

• Classroom-based learning supervised by a teacher 

• Work-based learning supervised by a teacher 

• Live webinar or telephone tutorial with a teacher in real time 

• E-learning supervised by a teacher in real time 

• All forms of assessment that take place under the immediate guidance or supervision of a 

lecturer, supervisor, tutor or other appropriate provider of education or training, including 

where the assessment is competence-based and may be turned into a learning 

opportunity. 

 

Total Qualification Time (TQT)  

 
Total Qualification Time (TQT) is a guide to the amount of time a learner would take, on average, to 
complete the different activities to demonstrate achievement of the learning outcomes of a whole 
qualification at the standards provided. 
 
TQT includes all the activities described under guided learning hours (GLH) plus an estimate of the 
number of hours a learner will be likely to spend in completing other work, which is directed by the 
tutor. This could include preparation, study or any form of participation in education or training, 
including assessment, but unlike Guided Learning this is not under the immediate guidance or 
supervision of a lecturer, supervisor, tutor or other appropriate provider of education or training. 
 
Some examples of tutor directed activities that can contribute to Total Qualification Time, include:  
 
 



© ATHE Ltd 2018  

01/07/2018 Version 1                     10  

• Preparation  

- Preparation for classes 

- Preparation for assignments  

 

• Study  

- Independent research/learning 

- Background reading 

- Compilation of a portfolio of work experience  

- E-learning  

- Drafting coursework or assignments 

- Working in student teams 

- Watching a pre-recorded podcast or webinar  

- Work-based learning 

 
Credit  

 
The credit value specifies the number of credits that will be awarded to a learner who has achieved the 
learning outcomes of a unit at the specified standard.    
 
Each credit represents 10 hours of learning time and equates to 10 hours of total qualification time. 
Therefore, one 15 credit unit represents 150 hours of total qualification time. Learning time is a 
notional measure which indicates the amount of time a learner at the level of the unit is expected to 
take, on average, to complete the learning outcomes of the unit to the standard determined by the 
assessment criteria.  
 
Learning time includes all the activities described under guided learning hours and additional learning. 
The credit value of the unit will remain constant in all contexts regardless of the assessment method or 
the mode of delivery. Learners will only be awarded credits for the successful completion of whole 
units.    
 
The level is an indication of relative demand, complexity and depth of achievement and autonomy.   
 
Each qualification has agreed rules of combination which indicates the number of credits to be 
achieved, the units that are mandatory and the choice of optional units. The rules of combination for 
the unendorsed qualifications and the pathway specific qualifications are given below.    
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Qualification Structure for ATHE Level 4 Diploma in Information Security and Assurance  

 

Learners must achieve the Mandatory Units.  

 

The Total Qualification Time is 1200 

The Total Guided Learning Hours is 312 

The Total Credit value is 120 

 

 

Unit Title  Level  Credit  GLH  

Mandatory units  

Fundamentals of Computer Networking 4  20 52 

Information Risk Management 4  20  52  

Information Security Fundamentals 4  20  52  

Internet Security 4  20  52  

Introduction to Object Oriented Programming   4  20  52  

Operating Systems, Algorithms and Data Structures 4  20  52  
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Guidance on Assessment and Grading  

The assessment of the Level 4 Information Security and Assurance qualification is completed through 

the submission of internally assessed learner work. To achieve a pass for a unit, a learner must have 

successfully achieved the learning outcomes at the pass standard set by the assessment criteria for 

that unit. To achieve merit or distinction, the learner must demonstrate that they have achieved the 

criteria set for these grades. Learners cannot omit completing work to meet the pass standard and 

simply work to the higher grades, as this would put a pass for the unit in jeopardy. Similarly, learners 

cannot complete work to meet the criteria for distinction in the anticipation that this will also meet the 

criteria for merit.  However, where work for the pass standard is marginal, assessors can take into 

account any extension work completed as this may support achievement of the pass standard.  

 

The School of Information Risk Management (SIRM) will provide the assignments for all units following 

ATHE approval. 

 

Any assignments that centres devise independently will need to be submitted to ATHE for approval 

before delivery of the programme. Centres can submit assignments for approval using the ‘Centre-

Devised Assignment’ template documentation available on the ATHE website.   

 

An assignment can relate to a single unit or an integrated assignment, incorporating more than one 

unit. An integrated assignment must show which learning outcomes and assessment criteria from 

which units are being covered. 

 

These assignments have extension activities, which enable the learners to provide additional evidence 

to show that the criteria for the higher grades have been met. The assessor therefore must judge the 

grade for the work submitted on the basis of whether the LO has been met at the standard, specified 

for the pass, merit or distinction grade for that LO. In making their judgements assessors will continue 

to check whether the command verbs stated in the AC have been delivered. There is no requirement 

for learners to produce the additional work required for the higher grades and the tutor may advise the 

learner to work to the pass standard, where this is appropriate.  

 

The assessor should record their judgements on the ATHE template, stating what grade the learner 

has achieved and providing evidence for the judgements. The internal verifier can also use the ATHE 

IV template but the feedback to the assessor must show whether the assessor has made valid 

judgements for all the learner work, including any extension activities which have been completed.   

Assessment judgements always require care to ensure that they are reliable and that there is sufficient 

and specific feedback to the learner to show whether he or she has demonstrated achievement of the 

LO at the specified standard. The additional grades mean that assessors must take even greater care 

to assure the validity of their judgements. They must provide specific feedback to learners, on whether 

the additional evidence provided has or has not met the standard for merit and distinction grades.  

Assessment is therefore more complex. 
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Methods of Assessment  

ATHE encourages centres to use a range of assessment vehicles that will engage learners and give 

them an opportunity to both demonstrate their knowledge and understanding of a topic and to evaluate 

how they might apply that knowledge in a given context. This should be part of the assessment 

strategy.  

We would recommend avoiding essay writing and that more varied types of assessment are included. 

This might include assessment through: 

• a research activity resulting in the compilation of a report 

• an academic paper or article for publication 

• the compilation of a case study 

• a critical review and evaluation of a chosen company’s policies, procedures and systems 

• a set project completed for an employer (also known as an ‘employer-engagement’ activity) 

• the production of a portfolio of evidence relating to a particular unit. 
 

This list is by no means exhaustive but gives examples of some creative assessment methods that 

could be adopted. 

 

Recording Assessment Judgements 

Assessors are required to record assessment judgements for each student by unit. ATHE has 

provided a template for centres to use to record their judgements and this form should be used.  The 

form enables the centre to record any adjustments due to special considerations or reasonable 

adjustments.  Any adjustments following appeals should also be recorded. These records must be 

retained as they will be checked at external verification visits.  All learner work must be retained for a 

minimum of 4 years after certification has taken place. 

     
Putting an Assessment Strategy in Place  

You will need to demonstrate to your External Verifier that you have a clear assessment strategy 

supported by robust quality assurance in order to meet the ATHE requirements for registering 

learners for a qualification. In devising your assessment strategy, you will need to ensure that:  

• Centre devised assignments are clearly mapped to the unit learning outcomes and 

assessment criteria they have been designed to meet.  

• the command verbs used in the assignment are appropriate for the level of the 

qualification, e.g. analyse, evaluate, synthesise.  

• the assignment gives the learner sufficient opportunity to meet the assessment criteria 

at the right level, through the work they are asked to complete (The RQF level 

descriptors will be helpful to you in determining the level of content of the assessment).  

• Students are well-briefed on the requirements of the unit and what they have to do to 

meet them.  

• Assessors are well trained and familiar with the content of the unit/s they are assessing.  

• There is an internal verification process in place to ensure consistency and 

standardisation of assessment across the qualification.  

• Assessment decisions are clearly explained and justified through the provision of 

feedback to the learner.  

• work submitted can be authenticated as the learner’s own work and that there is clear 

guidance and implementation of the centre’s Malpractice Policy.  

• there is an assessment plan in place identifying dates for summative assessment of 

each unit and indicating when external verification will be needed.  

• Sufficient time is included in the assessment planning to allow the learners time for any 

necessary remedial work that may be needed prior to certification.    
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Qualification Grading Structure   

Assessment is completed on the basis of achievement of the Learning Outcome at the standards set 

by the Assessment Criteria in each unit and the learner can achieve a pass, merit or distinction.  The 

units are equally weighted. As well as receiving a grade for each individual unit, learners will receive 

an overall grade for the qualification. The calculation of the overall qualification grade is based on the 

student’s performance in all units and the points gained from all credits required for the Diploma.  The 

learner must have attempted the valid combination of units.   
 

The formula for establishing the overall grade is as follows. 

  

Points for each 15 credit unit achieved are: 

Pass – 40 points 

Merit – 53 points 

Distinction – 66 points 

 

Calculations for the overall qualification grade: 

 

Level 4 Diploma in Information Security and Assurance (120 Credits)  

Pass 216 

Merit 288 

Distinction 360 

 

Quality Assurance of Centres  

Centres delivering ATHE qualifications must be committed to ensuring the quality of teaching and 

learning so that the learner experience is assured. Quality assurance will include a range of processes 

as determined by the centre and this could include, gathering learner feedback, lesson observation, 

analysis of qualitative and quantitative date etc. There must also be effective standardisation of 

assessors and verification of assessor decisions. ATHE will rigorously monitor the application of 

quality assurance processes in centres. 

 

ATHE’s quality assurance processes will involve: 

 

• Centre approval for those centres which are not already recognised to deliver ATHE RQF 

qualifications 

• Monitoring visits to ensure the centre continues to work to the required standards 

• External verification of learner work 

 

Centres will be required to undertake training, internal verification and standardisation activities as 

agreed with ATHE. Details of ATHE’s quality assurance processes are provided in the ATHE Guide: 

“Delivering ATHE Qualifications” which is available on our website. 

 

Malpractice  

Centres must have a robust Malpractice Policy in place, with a clear procedure for implementation. 

Centres must ensure that any work submitted for verification can be authenticated as the learner’s 

own. Any instance of plagiarism detected by the External Verifier during sampling, will be investigated 

and could lead to sanctions against the centre. 

Centres should refer to the Delivering ATHE Qualifications Guide and the ATHE Malpractice and 

Maladministration Policy on the ATHE website. 
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Guidance for Teaching and Learning  

Learners learn best when they are actively involved in the learning process. We would encourage 

practitioners delivering our qualifications to use a range of teaching methods and classroom-based 

activities to help them get information across and keep learners engaged in the topics they are 

studying. Learners should be encouraged to take responsibility for their learning and need to be 

able to demonstrate a high degree of independence in applying the skills of research and 

evaluation. You can facilitate this by using engaging methods of delivery that involve active 

learning rather than relying on traditional methods of lecture delivery to impart knowledge.    

Your approach to delivery should give the learners sufficient structure and information on which to 

build without you doing the work for them. In achieving the right balance, you will need to produce 

well-planned sessions that follow a logical sequence and build on the knowledge, understanding 

and skills already gained.  

 

 

Top Tips for Delivery  

• Adopt a range of teaching and learning methods, including active learning.   

• Plan sessions well to ensure a logical sequence of skills development.   

• Include study skills aspects, e.g. how to construct a report or Harvard Referencing. Build 

time into your Scheme of Work and Session Plans to integrate study skills teaching.   

• Set structured additional reading and homework tasks to be discussed in class.   

• Elicit feedback from your students. Get them to identify where the work they have done 

meets the assessment criteria.  

• Contextualise your activities, e.g. using real case studies as a theme through the sessions.  

• Use learner experience from the work place or other personal learning 

• Take an integrated approach to teaching topics across units, where appropriate, rather than 

always taking a unit-by-unit approach. In this way, learners will be able to see the links 

between the content of the different units.    

 

There is further guidance on teaching and learning in the support materials.    
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Unit Specifications  

Unit Format  
Each unit in ATHE’s suite of level 4 qualifications is presented in a standard format. This format 

provides guidance on the requirements of the unit for learners, tutors, assessors and external 

verifiers.    

  

Each unit has the following sections:    

 

Unit Title  
The unit title reflects the content of the unit. The title of each unit completed will appear on a 

learner’s statement of results.  

  

Unit Aims  
The unit aims section summarises the content of the unit.    

  

Unit Code  
Each unit is assigned a RQF unit code that appears with the unit title on the Register of Regulated 

Qualifications.    

  

RQF Level  
All units and qualifications in the RQF have a level assigned to them which represents the level of 

achievement. The level of each unit is informed by the RQF level descriptors. The RQF level 

descriptors are available on the ATHE website.  

  

Credit Value  
The credit value is the number of credits that may be awarded to a learner for the successful 

achievement of the learning outcomes of a unit.    

  

Guided Learning Hours (GLH) 
Guided learning hours is an estimate of the amount of time, on average, that a tutor, trainer, workshop 

facilitator etc., will work with a learner, to enable the learner to complete the learning outcomes of a 

unit to the appropriate standard. 

 

Learning Outcomes  
The learning outcomes set out what a learner is expected to know, understand or be able to do as 

the result of the learning process.    

  

Assessment Criteria  
The assessment criteria describe the requirements a learner is expected to meet in order to 

demonstrate that the learning outcome has been achieved. Command verbs reflect the level of the 

qualification.  

  

Unit Indicative Content  
The unit indicative content section provides details of the range of subject material for the 

programme of learning for the unit.  
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Fundamentals of Computer Networking 

Unit aims This unit aims to introduce learners to the fundamentals of computer networks.  

Learners will explore the basis of a computer network in terms of hardware and 

software requirements, specialist equipment and protocols used for data 

transmission.   In addition, learners will examine the network infrastructure, 

associated security and performance measures. 

Unit level 4  

Unit code  M/617/1324 

GLH 52 

Credit value 20 
Unit grading 
structure 

Pass, Merit and Distinction 

Assessment 
guidance 

In order to achieve this unit learners must produce work which demonstrates 

achievement of the learning outcomes at the standards provided by the 

assessment criteria. 

Learners will be expected to research network infrastructures and how networks 

play a key role in the overall organisational security.    

Learning 
outcomes.  
The learner will: 

Assessment criteria.  
The learner can: 

Suggested 
resources 

 Pass Merit  Distinction  

1 Understand 

computer networks 

 

1.1 Analyse 
different types of 
computer networks 
available 

1.2 Analyse 
equipment used in 
computer 
networking 

1.3 Compare and 
contrast LAN, WAN 
and MAN computer 
networks  

1.4 Analyse 
different network 
protocols for data 
transmission 

 

  1D1 Evaluate the 
importance of 
each layer in the 
ISO 7 Layer 
Model 
 
 

R M. Roberts 

(2011) 

Networking 

Fundamentals. 

Goodheart-

Willcox 

Publisher. ISBN-

13: 

9781605253572 

 

C Wu, J D Irwin 

(2013) 

Introduction to 

Computer 

Networks and 

Cybersecurity. 

Taylor & 

Francis. ISBN-

13: 

9781466572133 

 

M G. Solomon, 

D Kim, J L. 

Carrell (2014) 

Fundamentals 

Of 

Communications 

And Networking.  

Jones & Bartlett 

Learning. ISBN-
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13: 

9781284060140 

2. Understand 

the selection of 

appropriate 

networks  

 

 

 

 

2.1 Analyse the 
methods and 
considerations when 
selecting appropriate 
network types 

2.2 Analyse the 
hardware and 
software 
requirements for 
different network 
types 

2.3 Explain the 
security 
considerations 
related to networking  

 2M1 Analyse the 

most suitable 

network selection, 

to a given scenario, 

taking into account 

the security risks 

associated with the 

network types 

  J M. Kizza 
(2015) Guide to 
Computer 
Network 
Security.  
Springer 
London. I SBN-
13: 
9781447166535 
 

3. Understand 

and justify the 

design of a 

network  

 

3.1 Assess the 
infrastructure of 
different network 
types 
 

3.2 Analyse the 
importance of 
redundancy in 
network design  

3.3 Explain the 
justification for a 
chosen network type   

3M1 Evaluate 
network design 
layouts explaining 
the features and 
functionality  

  

4. Understand 

network 

performance  

 

4.1 Assess why 
network 
performance should 
be evaluated 

4.2 Explain the 
performance 
measures used 
when evaluating 
network 
performance  

 4D1 Critique 

network 

performance and 

provide network 

analytics  

 

 

 

 

 

 

 

Indicative Content 

 

Learners should be provided with an introduction to the core Internet applications: 

email, web serving and name resolution.  

 

1. Understand computer networks 

Learners should be made aware of the different types of computer networks 

available and that the network selection depends on the size of the business.  

 

Learners should understand the architecture, network topologies and communication 

protocols 
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Equipment: servers, modems, adapters, routers and bridges 

 

Network types: Detailed explanation on WAN, MAN, LAN, Wi-Fi. Provide examples 

to leaners on the different real-life network types being sued.  

 

Network protocols: TCP/IP, IP addressing, routing protocols, Ethernet protocols  

 

Other:  Internetworking; and error, congestion and flow control  

 

ISO 7-layer model: Layers include Physical, Data Link, Network, Transport, Session, 

Presentation, Application 

 

2. Understand the selection of appropriate networks  

Learners should understand how to select a suitable network type depending on 

the need by the users and the business. Learners should understand the 

considerations that need to be made in order to recommend the most suitable 

network infrastructure.   

 

Methods: Gap analysis, impacxt analysis, risk assessment, stakeholder interviews, 

cost benefit analysis, return on investment, compliance analysis  

 

Considerations: Impact on staff, current infrastructure, cost, training, migration of 

data, platform compatibility, reliability, scalability, durability   

 

Hardware requirements: desktop devices, mobile devices, servers, cloud 

integration and if purchasing of new equipment would be required  

 

Security: Physical security to areas such as server/communication rooms, Antivirus 

installed on all devices, Malware protection, Trojan protection, Patches for devices, 

secure firewalls, access rights, authentication, update schedules   

 

Preventative Security: not allowing the use of USBs, prohibiting unauthorized 
downloads, having a security policy that all users adhere to, Encryption and packet 
tracing technology. 
 

Security threats: incompetent end-users,  

Environmental threats: natural disasters, fire etc. 

 

3. Understand and justify the design of a network 

Learners need to be aware of the infrastructure design of a network. This should 

include: 

 

Infrastructure: The layout of the network itself, where everything within the network 

infrastructure is located and how they interconnect. A network infrastructure design 

plan is helpful (Using for example MS Visio) detailing the layout of the network.  

 

Elements within a network design: network design will include device’s connecting 

to the network such as servers and end user devices, the storage and backup for 

the network, the method of interconnecting such as via switches, the method of 

internet connection such as a dedicated line.  Consideration should also be given 

to ‘network uptime’ and ‘redundancy’. 
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Network design layouts: features, functionality, [add more]  

 

Justification: Leaner’s need to be able to understand the need to justify the network 

selected in terms of cost, technologies used, the reliability of the network choice 

and the security measures for the network choice.  

 

4. Understand network performance 

It is important that learners are able to understand the performance of a network in 

order to ensure the network is fit for purpose, secure and reliable for the user.   

 

Measures used to evaluate: Bandwidth, Throughput, Latency, Jitter, Error rate 

 

Critique network performance: This will depend on the network itself as each 

network is different. Network tests can be carried out to measure performance and 

this can be evaluated over a period of time.   
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Information Risk Management  

Unit aims This unit aims to develop knowledge and understanding of the underlying concepts 

within information risk management. It examines a range of concepts used to 

identify vulnerabilities and threats in order to ensure compliance with standards and 

processes within a business. Learners will also understand how information is used 

and managed securely.  In addition, the unit will focus on the security of information 

and the requirements and necessity of a security policy. 

 

Unit level 4 

Unit code  T/617/1325 
GLH 52 

Credit value 20 
Unit grading 
structure 

Pass, Merit and Distinction 

Assessment 
guidance 

In order to achieve this unit learners must produce work which demonstrates 

achievement of the learning outcomes at the standards provided by the assessment 

criteria. 

Learning 
outcomes.  
The learner will: 

Assessment criteria.  
The learner can: 

Suggested 
resources 

 Pass Merit  Distinction  
1. Understand 

how information is 

classified and 

managed 

 

 

 

 

 

 

 

 

 

1.1 Analyse 

different types 

of information 

and data 

 

1.2 Analyse 

ways in which 

information is 

classified 

 

1.3 Explain 

the purpose 

and contents of 

a security policy 

  

1.4 Assess 

how a security 

policy affects 

information 

management 

within the 

organisation 

 

 

 

 

1M1 Evaluate how 
different types of 
information can be 
managed securely 

 A Jones & D. 

Ashenden (2009). 

Risk Management 

for Computer 

Security: Protecting 

Your Network & 

Information Assets. 

ISBN:0-7506-7795-3 

 

M W. Harkins (2016) 

Managing Risk and 

Information Security: 

Protect to Enable. 

Apress. ISBN-13: 

9781484214565 
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2. Understand the 

framework for risk 

management 

procedures  

  

2.1 Analyse 

information risk 

management 

standards and 

processes 

 

2.2  Explain 

the risk 

management 

framework 

 

2.3 Analyse 

possible 

vulnerabilities 

and threats to 

information 

 

2.4 Analyse 

the 

consequences 

of poor 

information risk 

management  

   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

D W. Hubbard, R 

Seiersen (2016) 

How to Measure 

Anything in 

Cybersecurity Risk 

 

(Institute of Risk 
Management (IRM)  
https://www.theirm.o
rg/) 

 

 

3. Understand the 

information risk 

management 

environment  

3.1 Explain 

the Information 

Risk 

Management 

environment  

 

3.2 Explain 

system 

controls and 

supporting 

processes  

 

3M1 Evaluate 
controls, measures 
and countermeasures 
to reduce risk level  

3D1 Evaluate the 
positive and 
negative 
outcomes that 
could occur within 
a risk 
management 
environment  

A Kohnke, D 

Shoemaker, K E. 

Sigler (2016), The 

Complete Guide to 

Cybersecurity Risks 

and Controls 

 

4. Understand 

how to achieve 

proactive 

compliance in 

information risk 

management 

 

 

 

 

 

4.1 Analyse 
the underlying 
principles and 
importance of 
risk 
management 
standards   
 
4.2 Explain 
how to leverage 
a maturity 
model  
 

 4D1 Critique a 
given risk 
management plan 

 

https://www.theirm.org/
https://www.theirm.org/
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4.3 Explain 
how to 
proactively 
manage 
compliance  
 

 

Indicative Content 

 
1. Understand how information is classified and managed  

 
Learners need to develop a holistic understanding on information that is classified 

and managed. Learners need to understand the ranges and scope of information 

available within business systems, how the information is stored and protected. 

Learners need to know how information is classified, for example Public, Internal 

and Sensitive classifications and how the classification of information determines the 

control measures that need to be put in place.  

 

Learners need to explore the methods of managing information securely, to include 

protecting, storing, sharing, access measures and achieving.  

 

Learners need to explore example corporate security policies to develop a clear 

understanding of the policy and the contents within the policy. Learners should 

understand the importance of this policy and how it relates to information 

management and cyber security.  

 

Corporate Security Policy: States how a business plans to protect the IT systems 

within the business. The purpose is to protection the company’s physical information 

systems by setting standards.  

 
2. Understand the framework for risk management procedures 

 
Learners will develop a high-level understanding around risk management 
framework which encompasses identifying, analysing, evaluating, treating, 
monitoring and communicating the impact of risk. 
 
Learners need to explore the range of vulnerabilities and threats to information, to 
include but not limited to:  
 
Environmental: Fire, Explosion  
 
Physical: Unauthorised access, theft 
 
Site: Power outage, internet failure  
 
Technical: Improper procedure, hardware error, software error, data entry error, 
accidental data disclosure 
 

Learners need to understand the consequences to the end user and greater 

business of poor information risk management, this could include data loss, security 

breach, cyber-attack, loss of reputation, fines from ICO. 
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3. Understand the information risk management environment  
 

Risk: A risk is an event which has a potential to impact your objectives 

 

Information Risk Management environment: Risk Identification and Assessment, 

Risk Measurement, Mitigation & Monitoring, Risk Reporting & Disclosures, 

Integration with Strategy & Business Plan 

 

System controls and supporting processes: Preventative, Detective and Responsive  

Assess controls and countermeasures to reduce risk level: Documented access 

controls, Physical access controls, input controls, processing controls (Hardware, 

Software, output controls, storage controls (Passwords, Backups), Monitoring, 

Disaster recovery, segregation of duties 

 

Positive outcomes: reduced expenditure, secure systems, greater user awareness, 

no security breaches 

Negative outcomes: security breach, loss of data, corruption, failed systems, fraud, 

cyber attacks  

 

4. Understand how to achieve proactive compliance in information risk 

management  

 

Learners need to understand the importance of proactively ensuring compliance as 

opposed to reactive measures.   

 

Reactive measures: An example could be to only complete an audit after an attack 

has happened. Therefore, as the attack has already happened and the damage has 

potential been carried out the reactive method only occurred because of an attack. It 

would have been better to be proactive and have routine audits to identify any 

potential security risks.   

 

Learners will need to develop an understanding of the different risk management 
standards that exist and the purpose of following a standard. These include but are 
not limited to ISO, IRM, COSO, OCEG 
 
ISO –  https://www.iso.org  

 
IRM –  https://www.theirm.org  

 
COSO –  https://www.coso.org  

 
OCEG -  https://www.oceg.org/  

 

Strategies of risk management: Risk management strategy provides a documented 

coherent approach to identify, access and manage risks   

 

How to leverage a maturity model: user awareness, routine audits, senior 
management buy in, leading from the top, performance management  
 
Maturity model: a measurement of the ability to ensure continuous improvement in a 
certain discipline (compliance). The higher the maturity will mean the higher the 
chances that any incidents will lead to quality improvements for the business.   
 
Risk Maturity Model: Ad Hoc, Initial, Repeatable, Managed and Leadership  

https://www.iso.org/
https://www.theirm.org/
https://www.coso.org/
https://www.oceg.org/
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Compliance: information security framework in place with routine audits, security 

policies in place, threat protection software 

How to proactively manage compliance: method of reporting breaches, routine 
audits, fewer audit deficiencies, lower financial impact from IT issues, less risk from 
loss of sensitive information  
  
Critique a given risk management plan - the critique should demonstrate sufficiency 
in terms of technical language and a level of competency that addresses risk 
strategy in terms of 'avoiding risk', 'controlling/mitigating risk', 'accepting risk' and 
'transferring risk'.  The critique should also take into account the level and 
importance of a risk management plan and its target audience.  
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Information Security Fundamentals  

 
Unit aims 

 

This unit aims to develop knowledge and understanding of the principles of 

information security and the policies, standards, procedures and guidelines that 

are required.  

 

By examining the need and the underlying principles of network and data security, 

learners will understand hazards and computer crime, how to secure systems and 

the design and implementation of information security solutions. 

Unit level 4 

Unit code  L/617/1329 
GLH 52 

Credit value 20 
Unit grading 
structure 

Pass, Merit and Distinction 

Assessment 
guidance 

In order to achieve this unit learners must produce work which demonstrates 

achievement of the learning outcomes at the standards provided by the 

assessment criteria. 

 

Learning 
outcomes.  
The learner will: 

Assessment criteria.  
The learner can: 

Suggested 
assessment 
method 

Suggested 
resources 

 Pass Merit  Distinction   
1 Understand 

information system 

hazards and 

computer crime 

 

 

1.1 Explain 

information 

system 

hazards  

 

1.2 Explain a 

range of 

computer 

crimes 

1M1 Evaluate 
the impact a 
range of 
system 
hazards would 
have on the 
network and 
data  
 
 

 
 

Assignment  
 

J Rudman 

(2015) 

Fundamentals 

of 

Cybersecurity. 

National 

Learning 

Corporation. 

ISBN-13: 

9780837366814 

 

K C. Laudon, J 

P. Laudon 

(2015) 

Management 

Information 

Systems: 

Managing the 

Digital Firm. 

Prentice Hall. 

ISBN13: 

9780133898163 

 

T R. Peltier 

(2013) 

2 Understand 

security of systems  

2.1 Explain the 

security 

aspects of the 

internet  

 

2.2 Explain the 

security 

aspects of 

information 

systems 

 

2.3 Assess the 

design of 

Information 

systems  

 

 2D1 Critically 

evaluate the 

security 

aspects of 

internet, 

information 

systems and 

its designs 
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3 Understand how 

to secure systems  

 

 

3.1 Explain 

suitable 

security 

technologies 

for a range of 

systems  

 

3.2 Complete a 

risk analysis 

on a proposed 

system 

 

3.3 Select 

appropriate 

security 

technologies 

and tools for a 

given system 

 

 
  

3D1 Critically 

evaluate the 

importance 

of 

undertaking 

a risk 

analysis on a 

proposed 

system 

 

Information 

Security 

Fundamentals. 

Taylor & 

Francis. ISBN-

13: 

9781439810620 

 

W (Chuck) 

Easttom II 

(2016) 

Computer 

Security 

Fundamentals. 

Pearson IT 

Certification. 

ISBN-13: 

9780789757463 

 

4 Understand the 

design and 

implementation of 

information 

security solutions 

 

4.1 Assess the 

design and 

implementation 

of information 

security 

solutions 

 

4.2 Explain 

disaster 

recovery and 

business 

continuity 

processes  

 

4.3 Contribute 

to the overall 

design process 

of a given 

information 

security 

system 

 

4M1 Evaluate 
information 
security 
solutions  

  

 

Indicative Content 

 

1. Understand information system hazards and computer crime  

Learners need to be aware of the need for and benefit of information security, the 

threats to information systems, both malicious and non-malicious. 

 

Non-technical aspects of information security: Legal, ethical and human aspects of 

security. 

 

Information system hazards: No second authentication method, read all access 

rights management, data retention period 
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Computer crimes: Ransomware, Phishing, Fraud and identity theft, Spam, 

cyberterrorism  

 

It would be beneficial for leaners to research real life past computer crimes that 

have occurred, this could include a case study task or presentation.   

 

2. Understand security of systems 

Learners need to explore the security of systems in relation to the network itself 

and the data within the network.  

 

Network security: Threats and controls such as Security protocols, Firewalls, 

access levels, Web security 

 

Programme and operating system security: Program faults, Non-malicious program 

errors, Viruses, worms and other malware, end-user error/incompetence 

 

Design of information systems: data structure layout, security procedures, backup 

procedures.  

 

3. Understand how to secure systems 

Learners need to assess a range of security technologies and understand when 

and where a certain technology should be used as a protection method. 

 

Cryptography: Encryption and cryptanalysis, Symmetric key encryption, 

Asymmetric key encryption, Hash functions, Digital signatures, Certificates 

 

Authentication and access control: Passwords and password attacks, Security 

policies, Identity- and role-based access control. 

 

Controls against program threats: Memory, address and file protection 

mechanisms. Trusted operating systems. 

 

Learners should research and be aware of access control mechanisms such as 

The Bell-La Padula model and it’s three properties.  

 

Risk analysis: Leaners should be able to complete a risk analysis on systems to 

establish the greater elements of risk which require protection and any associate 

risks with the security technology proposed. Risks could include loss of data, 

downtime, potential unauthorised access, unknown software therefore potential 

backdoor access into systems 

 

4. Understand the design and implementation of information security 

solutions 

Learners should understand the different considerations to make when designing 

and implementing security solutions. These should include the main business 

protection processes of disaster recovery and business continuity. Learners should 

be shown examples of both policies and understand the content and importance of 

both documents in relation to security.  
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Learners should consider the impact a design and implementation of a solution will 

have on the end users, functionality and the overall security.  

 

Contribute to the overall design process of information security systems: Learners 
should be able to contribute to this process, this could be a small contribution 
evidenced by a meeting with documented minutes or a greater role within a 
project, evidenced by project outcomes. 
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Internet Security  

 
Unit aims 

 

This unit aims to develop knowledge and understanding of internet security and the 

ways of protecting systems and data, through the use of authentication tools and other 

mechanisms, against any potential threats or vulnerabilities.  Learners will examine the 

challenges to computer security and the rationale for using the internet as a solution to 

the problem. 

Unit level 4 
Unit code  A/617/1326 

GLH 52 
Credit value 20 

Unit grading 
structure 

Pass, Merit and Distinction 

Assessment 
guidance 

In order to achieve this unit learners must produce work which demonstrates 

achievement of the learning outcomes at the standards provided by the assessment 

criteria. 

 

Learning 
outcomes.  
The learner will: 

Assessment criteria.  
The learner can: 

Suggested 
assessment 
method 

Suggested 
resources 

 Pass Merit  Distinction   

1 Understand 

internet security 

problems  

 

 

 

 

 

 

1.1 Discuss the 

characteristics of 

internet security  

 

1.2 Analyse a 

range of security 

problems 

 

1.3 Assess 

common types of 

threats and 

vulnerabilities 

across different 

systems  

 

1M1Evaluate a 
specific 
internet 
security threat 
and 
recommend 
security 
solutions   

 Assignment  
  

B. Sullivan and 

V. Liu (2011) 

Web Application 

Security, A 

Beginner's 

Guide. McGraw 

Hill Professional 

 

 

Bishop, M. 

(2003) 

“Computer 

Security, Art and 

Science”Addison 

Wesley 

 

2 Understand 

internet security 

controls  

2.1 Analyse a 

range of controls 

to minimise risk 

 

2.2 Analyse the 

dangers with 

security breaches 

 

2.3 Explain how 

controls can 

minimise risks of 

security breaches  

 

2M1Justify the 
most secure 
control 
measure to 
use, for a 
given scenario   
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3 Understand 
computer security  

 

3.1 Explain 

encryption 

techniques used 

to increase 

security   

 

3.2 Explain 

network security 

vulnerabilities  

 

3.3 Explain 

wireless security 

vulnerabilities 

 

3.4 Explain 

programming 

security 

vulnerabilities 

 

3.5 Recommend 

improvements to 

the security in a 

given scenario  

 
  

3D1 Critically 

evaluate the 

improvement 

of security in a 

given scenario  

J. E. Kurose and 

K. W. Ross 

(2013) 

Computer 

Networking: A 

Top-Down 

Approach, 6th 

Edition. Pearson 

/ Addison-

Wesley 

 

J. Scambray, V. 

Liu and C. Sima 

(2010) Hacking 

Exposed Web 

Applications. 3rd  

Edition. McGraw 

Hill Professional 

 

R. W. Sebesta 

(2013) 

Programming 

the World Wide 

Web, 7th 

Edition. Addison 

Wesley / 

Pearson 

4 Understand the 

security implications 

for web browsers 

 

4.1 Discuss a 
range of controls   
 
4.2 Discuss the 
ways in which a 
browser can be 
breached 
 
4.3 Explain how a 
range of controls 
can be 
implemented 
 
4.4 Explain how 
vulnerabilities in 
web browser 
software can be 
minimised 
 
4.5 Explain how a 
communication 
protocol can 
provide additional 
browser security 
 

 4D1 Critically 
evaluate the 
effectiveness 
of control 
measures in 
achieving 
confidentiality, 
integrity and 
availability   
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Indicative Content 

 
1. Understand internet security problems  

Learners should be aware of the basic terminology, concepts and impact of security in 

computing. 

Learners should develop an understanding of a range of problems of security by 

identifying common types of threats and vulnerabilities of computer, network and 

information security systems, as well as available security-related algorithms and 

protocols.  

 

Learners should research security threats and vulnerabilities relating to internet security 

as due to the nature of this topic is ever changing.  Learners should look at case study 

examples of internet security breaches.  

 
Characteristics of internet security:  Protection, Traceability, Accessibility, Scalability, 

flexible to evolve over time, responsive to new technology, the need for a collaborative 

approach 

 

Range of security problems: Virus’s, Trojans, Spam, Identity theft, Access to systems, 

Unprotected Wi-Fi, DoS, Phishing, application vulnerabilities 

 

Types of threats and vulnerabilities: Malicious software such as ransomware, viruses, 

worms, scareware, spyware, Trojans and key loggers, Back entry access to services, 

unprotected systems, default passwords not being changed, device firmware updates, 

operating system version, human threats – incompetent users etc, physical threats, 

environmental threats, lack of fully integrated systems? 

 

System types: System threats can be targeted to mobile and wireless networks, 

platforms, operating systems, devices etc  

 

Security solutions: The solutions provided should be clear, workable and realistic, in 
conjunction with the identified internet security threat.  For example, incompetent end 
users could be addressed by providing a clear IT policy, user training and secure 
passwords, restricting access. 
 

2. Understand internet security controls  

Learners need to analyse a range of controls to minimise risks of security breaches.  
 
Controls to minimise risk: Use of ICT policies and training, Admin accounts and access 

rights, Protection techniques in general purpose operating systems including memory, 

file and user protection, ensuring virus protection definitions are up to date on all 

devices, The concept of authentication and cryptographic hash functions. 

 

Dangers with security breaches: Loss of data, loss of services, legal implications, loss in 

reputation, informing users, establishing what has been breached, loss in trust, financial 

loss in terms of downtime and recovery 

 

Explain how controls can minimise risks of security breaches: Learners should 

understand the purpose of the different controls available and how these minimise the 

risk of breaches, for example a firewall will act as a wall to the outside world of open 

internet and defend any attacks.   
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Control measures: Learners should be able to select and justify the selection of control 

measures for internet security  

 

Control measures: Anti-virus installation, firewall configuration, physical security, access 

levels and logs, multi factor authentication, password management and forced change 

of password, restricted access i.e. domain control, update schedule, password policy, 

secure file transfer 

 

3. Understand computer security  

Learners will understand the basic methodology of computer security to assess and 

evaluate the improvement of the security in a given scenario. 

 

Learners will need to focus on the basic security protocols and their role for ensuring 

confidentiality and integrity. This could include SSL and WPA protocols.  

 

Encryption techniques: Basic encryption techniques, including substitution ciphers, 

DES, authenticated encryption (AE) and with associate data (AEAD), homomorphic 

encryption, end-to-end encryption, key encapsulation. AES and Public Key Encryption 

(RSA algorithm).  

 

Network security vulnerabilities: Network security, looking at the potential vulnerabilities 

of the network, and how it can be made more secure using authentication, access 

control, and firewalls 

 

Wireless security vulnerabilities: Open public Wi-Fi when sharing data, accessibility to 

the outside world  

 

Programming security vulnerabilities: Principles of general program and web-application 

security. Security implications of programming errors, viruses and other malicious code. 

 

Security improvements: The recommendation should identify how the improvement 

supports the viability and functionality of the security in a given scenario.  The 

improvement can be measured in terms of efficiency, cost, reliability and overall 

effectiveness in terms of providing a robust security solution. 

 

4. Understand the security implications for web browsers 

Web browser breaches: operating system is breached, and malware is changing the 

browser memory.  Browser components and plug-ins can be hacked. Network 

communications could be intercepted. 

 

Minimising web browser vulnerabilities: constant updates of the browser software.  Fully 

patched and configured browser. 

 

Communication protocols: a set of rules that allow two or more entities to transmit 
information in a communications system.  In browsers examples include: DNS and 
HTTPS. 
 
Controls: provides a managed wrapper allowing you to display web pages. The control 

has many functions, including duplicating web browsing functionality in your application 

or disabling default Internet Explorer functionality, the control can then be used as a 

simple HTML document viewer. 
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Introduction to Object-Oriented Programming   

 
Unit aims 

 

This unit aims to introduce learners to object-oriented programming. It will focus on 

objects, methods, classes, variables, number types, text strings, control structures and 

testing in order to provide an overview of object-oriented programming.  

Learners will also gain knowledge and an understanding of the benefit of object-orientated 

programming and how it can be used to provide end-user solutions. 

Unit level 4 
Unit code  F/617/1327 

GLH 52 
Credit value 20 

Unit grading 
structure 

Pass, Merit and Distinction 

Assessment 
guidance 

In order to achieve this unit learners must produce work which demonstrates achievement 

of the learning outcomes at the standards provided by the assessment criteria. 

 

Learning 
outcomes.  
The learner 
will: 

Assessment criteria.  
The learner can: 

Suggested 
assessment 
method 

Suggested 
resources 

 Pass Merit  Distinction   

1 Understand 

object-oriented 

programming  

 

 

 

 

 

1.1 Explain the 

concepts of 

object-oriented 

programming  

 

1.2 Analyse the 

features and 

benefits of 

object-oriented 

programming 

 

1.3 Discuss 

example uses 

for object- 

oriented 

programming  

 

1.4 Analyse the 

advantages and 

disadvantages 

of different 

OOP languages  

  

1M1 Evaluate why 
object-oriented 
programming is 
used when 
providing a 
solution to a 
problem 

 Assignment   
 

Arnow, D. & 

Weiss, G. 

(2000) 

Introduction to 

programming 

using Java: an 

object-oriented 

approach, 

Harlow: 

Addison Wesley 

 

M Benton, S 

Hoffman (2015) 

Computer 

Hacking: 

Computer 

Hacking and 

Python. 

Hacking for 

dummies and 

Python 

Programming 

(hacking, 

hacking guide 

for beginners, 

how to hack, 

python, PHP, 

JAVA, C 

Programming). 

CreateSpace 

Publishing. 

2 Understand 

the design of 

object-oriented 

programming 

solutions 

 

 

2.1 Identify the 

structure of 

object-oriented 

programming  

 

2.2 Asses how 

to design 

object-oriented 

 2D1 Critically 

review the 

design of object 

-oriented 

programming 

solutions for 

given problems  
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programming 

solutions  

 

2.3 Assess the 

security of 

object-oriented 

programming 

solution 

designs 

 

 

ISBN-13: 

9781517454456 

 

R W. Sebesta 

(2015) 

Programming 

the World Wide 

Web. Pearson. 

ISBN: 

9780133775983 

 

David J. Barnes 

and Michael 

Kolling (2009), 

Objects first 

with Java, 

Pearson 

Education 

International 

Harlow [ISBN: 

978-0-13-

700562-8] 

 

3 Understand 

how an object- 

oriented 

programming 

solution can 

be 

implemented 

3.1 Design a 

solution to a 

given problem, 

using object-

oriented 

programming,  

 

3.2 Implement a 

solution to the 

problem using 

object-oriented 

programming 

 

3.3 Use object- 

oriented 

programming 

features to 

enhance the 

solution   

 

 3D1  

Critically review 

how a design 

solution meets 

the end user 

requirements 

4 Understand 

how object 

orientated 

programming 

solutions can 

be tested 

 

 

4.1 Assess how 

to test an 

object-oriented 

programming 

solution 

 

4.2 Explain the 

expected test 

results  

 

4.3 Explain the 

actual test 

results 

 

4.4 Create a 

test log to 

document and 

analyse results  

 

4.5 Create 

support 

documentation 

4M1Evaluate the 
test results and 
provide justified 
recommendations 
to findings 
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Indicative Content 

 
1. Understand object-oriented programming  

 

Learners should be introduced to object-oriented programming and explanations 

given to objects, classes, interface and package terminology.  

 

Learners need to fully understand the concepts, principles, characteristics and 

features of objected oriented programming. Features include: encapsulation, 

polymorphism and inheritance 

 

Learners should also understand under what conditions/environments the use of 

object-oriented programming is effective when providing a solution to a problem 

It would be of benefit to the learners to be exposed to other coding methods that 

is not object oriented to understand and appreciate the benefits of this 

programming language.  

 

The benefits of object-oriented programming include: Scalability, separation of 

data, create reusable code, easy to maintain and to fix problems, clear structure 

 

Learners should be shown examples of object-oriented solutions in order to 

increase understanding, examples could include: a method called numberOfCars 

that once run will return the number of cars available to rent, the objects could be 

Rent (base object), Cars and Customers  

 

OOP languages: Java, C family of languages, VB.NET and Python 

 

Learners should also understand the importance of formatting variables (using 

camel case) and commenting on code.  

 

The evaluation should justify why object-orientated programming is used as a 

feasible solution to a problem and should clearly outline why object-orientated 

programming is the optimum choice. 

 

2. Understand the design of object-oriented programming solutions 

 

Learners need to understand the method of designing an object-oriented 

solution, understanding the problem and the steps to take to ensure the solution 

is fit for purpose.  It is important to understand how to analyse the results and 

draw informed conclusions form the results in relation to continued improvement.  

 

Learners should be able to identify the objects, data and file structures required 

to implement a given design.  

 

Learners should consider the structure of the program and the required 

relationship between objects.  

 

The critical review required should be based on the design solution given for the 

pass criteria.  The review should be justified, providing both positive and negative 

viewpoints. 
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3. Understand how an object- oriented programming solution can be 

implemented  

 

Learners should use an Integrated Development Environment (IDE) to implement 

their solution, including code and screen templates. Learners should know the 

benefits of using an IDE as opposed to basic code text editors (Colour coded, 

error feedback etc.)  

 

Learners should be exposed to a range of object behaviours such as objects, 

methods, classes, variables, number types, text strings.  

Learners should consider the object behaviours using control structures. 

(Behaviour according to the associated methods)  

 

The critical review should provide a comprehensive overview of how the design 

solution meets the end user requirements.  The review should identify what the 

end user requirements were and how through the solution these have been met. 

 

4. Understand how object orientated programming solutions can be 

tested  

 

Learners should understand the importance of fully testing a solution and 

documenting the tests accordingly.  

 

Learners should complete an actual test on an object orientated programming 

solution and evaluate the developed object-oriented programme solution and 

justify recommendations for improvement.  

 

Learners should assess the security of solutions implemented to ensure no 

security vulnerabilities exist within the code and that all necessary security 

considerations have been made.  Learners should be exposed to logging test 

results of programs using a test log and how tests are recorded in order to 

ensure the feature works as originally planned and is fit for purpose.  

 

Learners should be able to create onscreen help to assist the users of a 

computer programme and suitable documentation for the support and 

maintenance of a computer programme.  
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Operating Systems, Algorithms and Data Structures 

 
Unit aims 

 

This unit aims to develop knowledge and understanding of operating systems, 

algorithms and data structures in a computing environment. It examines a range of 

concepts that explore algorithms and data structures, and how these are used in 

computing. The unit will also introduce learners to different operating systems in terms 

of their features and performance.  Learners will also be expected to research different 

algorithm specifications and their properties.  

 

Unit level 4 

Unit code  J/617/1328 
GLH 52 

Credit value 20    
Unit grading 
structure 

Pass, Merit and Distinction 

Assessment 
guidance 

In order to achieve this unit learners must produce work which demonstrates 

achievement of the learning outcomes at the standards provided by the assessment 

criteria. 

 

Learning 
outcomes.  
The learner will: 

Assessment criteria.  
The learner can: 

Suggested 
assessment 
method 

Suggested 
resources 

 Pass Merit  Distinction   
1 Understand 

operating 

systems used in 

computing  

 

 

 

1.1 Analyse the 
features and 
differences 
between different 
operating 
systems  
 
1.2 Explain the 
characteristics of 
input and output 
devices 
 
1.3 Explain the 
process of 
memory 
management 
 
1.4 Assess 
operating system 
performance 
  
 

 1D1 Critically 
evaluate the 
importance of 
Graphical 
User Interface 
(GUI) when 
using 
operating 
systems  

Assignment  
  

EC Council 

(2011) Network 

Defense: 

Securing and 

Troubleshooting 

Network 

Operating 

Systems. 11th 

Edition. Course 

Technology, Inc. 

ISBN13: 978-

1435483583 
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2 Understand 

specifications of 

data structures 

and their 

properties  

 

 

2.1 Analyse a 

range of data 

structures  

 

2.2 Analyse the 

content of data 

structure 

specifications  

 

2.3 Analyse the 

properties of data 

structures  

 

2.4 Explain how 

data structure 

specifications can 

be constructed 

 

2M1 Evaluate 
the 
specification of 
a given data 
structure and 
identify the 
properties  

  

3 Understand the 

properties of 

algorithms 

 

3.1 Analyse the 

role of algorithms 

in a given 

business context 

 

3.2 Assess the 

properties of 

different 

algorithms   

 

3.3 Assess 
specifications of 
algorithms  
 

 

 3D1 Critically 
evaluate the 
relationship of 
algorithms to 
programs and 
heuristics  

A V. Aho, J E. 

Hopcroft, J D. 

Ullman. The 

Design and 

Analysis of 

Computer 

Algorithms. 

Pearson. ISBN-

13: 

9780201000290. 

 

B. Bhattacharya, 

S. Sur-Kolay, S. 

C. Nandy (2008) 

Algorithms, 

Architectures 

and Information 

Systems 

Security. World 

Scientific 

Publishing 

Company, 

Incorporated. 

ISBN-13: 

9789812836236 

 

M. Raynal 

(2013) 

Distributed 

Algorithms for 

Message-

Passing 

Systems. 

Springer-Verlag 

New York Inc. 
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ISBN13 

9783642381225 

4 Understand 

solutions to 

algorithmic tasks 

using 

pseudocode  

 

4.1 Explain the 
use of 
pseudocode  
 
4.2 Discuss how 
pseudocode 
solution(s) can be 
constructed for a 
set of given 
algorithmic tasks 

4M1 Analyse 

the function 

and 

application of 

pseudocode  

 

  

 

Indicative 

Content 

 
1. Understand a range of operating systems and data structures used in 

computing  

Learners need to expose themselves to a range of operating systems used in 

computing. Different operating systems will be used depending on the type of 

organisation and the requirements of the organisation such as hardware choices, 

systems, user needs etc. Learners should understand how each operating system 

works, looks and feels along with having an understanding on the features of each.  

 

Operating systems include: Windows (Current and previous versions), Linux, Mac OS, 

Windows Server and mobile operating systems such as Android and iOS.  

 

Learners need to be aware of the graphical user interface (GUI) and it’s importance in 

the design and operation of operating systems.  Introduce icon driven, point and click 

and other interface designs. 

Data structures are a way of organising data in a computer so that it can be accessed 

and modified in an efficient method. Data structures are collections of data values and 

the relationship between them.  

 
2. Understand specifications of data structures and their properties  

Learners need to be aware of the range of data structures available: such as:  

 

Linear data structures, lists, stacks, queues, trees, graphs, digraphs 

Learners need to understand data structure specifications and their associated 

properties. Some data structures are more suited to different types of applications.  

Data structures allow large data sets to be managed more effectively.  

 

Properties of data structures: fixed length, variable length, sequence  

Specifications of data structures: Specifications will detail the data structures used and 

their properties.  

 

Data structures can implement an abstract data type, to include: 

 

Distinguished elements, operations and relations; models; morphisms; 

 

Data structure specifications: The specifications should identify the data values, the 

relationships among them, and the functions or operations that can be applied to the 

data. 

 

The evaluation should be linked to 2.4 with the properties clearly outlined. 
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3. Understand the properties of algorithms 

Learners need to understand what an algorithm is; how an algorithm is used and real-

life examples of working algorithms in a business context. It should also be discussed 

how algorithms can be exploited in relation to security.  Examples could include 

banking algorithms in relation to credit applications.  

 

Algorithms: Internet based, program based, relationship to the greater context 

(heuristics) and the implications; 

 
Properties of algorithms: Finiteness, Definiteness, Input, Output, Effectiveness  

 
Assess specifications of algorithms:  Learners should research existing algorithms and 
what they are used for 
 

Relationship between algorithms and external sources: Refers to relationship with other 

programs and databases 

 

4. Understand solutions to algorithmic tasks using pseudocode  

Learners should be exposed to working algorithms and how pseudocode is used to 
provide clear instructions on the workings of the algorithm. Leaners should be informed 
of the link between algorithms and security breaches (exploitation of algorithms).  
 
Discuss how pseudocode solution(s) can be constructed for a set of given algorithmic 
tasks:  Pseudocode is not a programming language but a method of providing 
instructions without using syntax.  
 
Each step is written on a line by line basis in sequence.  
Learners to be able to write pseudocode solutions, this may include INPUT, OUTPUT, 

STORE instructions.  

Variables should be in lowercase; example: 

 

OUTPUT ‘What date is it?’ 

INPUT user enters today’s date  

STORE the users date is enters in the date variable  

OUTPUT ‘Todays date is’ + date   

 
Construction of solutions:  
Learners need to consider: 

- Termination and correctness used in algorithms;  
- Iteration and recursion;  
- Space and time complexity (including recapitulation of logarithmic, polynomial 

and exponential functions, order notation); 
- Use of searching and sorting as running examples to illustrate the foregoing; 
- Completeness of the algorithm (Learners should research or be provided 

information on the travelling salesman problem as an example)  
 
Function and application of pseudocode:  Analyse the function and application of 
pseudocode: Discuss how it is intended for human reading rather than machine 
reading.  The analysis could also explore its application and how often pseudocode is 
used in the description of algorithms, so that all programmers can understand them, 
even if they do not all know the same programming languages. 
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